This section is adapted from "Nine Algorithms that Changed the Future."

Paint mixing is a metaphor for public key cryptography.  The key insight is that you can easily find out what color you get when you mix paints.  It does not work backwards.  Given the color of the mixture and one of the original paints, it is hard to deduce what the other original is.  Paint mixing is thus a fairly good metaphor.  

The explanation below uses actual color mixes, using the CMYK (Cyan, Magenta, Yellow, Black) scheme on a computer.  There are 100 levels for each color.  The total number of colors that can theoretically be represented by this scheme is 100^4 = 100,000,000, one hundred million.  Most computers can acually represent only 16 million.  By way of comparison, computer cryptography usually uses 128 bits, 2128 equals about 1038.  To provide a frame of reference for such a huge number, there are about 1050 atoms in the world.  The paint metaphor is limited in another way.  Whereas mixed paints wind up looking like various colors of mud, the numerical tricks in cryptography do not reduce the spectrum of numbers.  

Now we begin our journey into the ingenious ideas behind public key cryptography. Our paint-mixing trick will be broken down into four steps. 

Step 1. You and Arnold each choose a “private color.” Your private color is not the same thing as the shared secret mixture that you will eventually produce, but it will be one of the ingredients in the shared secret mixture. You can choose any color you want as your private color, but you have to remember it. Obviously, your private color will almost certainly be different from Arnold's, since there are so many colors to choose from. As an example, let's say your private color is lavender and Arnold's is crimson. 
Mine  (Using CMYK color indicators)


Arnolds


Step 2. One of you publicly announces the ingredients of a new, different color that we'll call the “public color.” Again, you can choose anything you like. Let's say you announce that the public color is daisy-yellow. Note that there is only one public color (not two separate ones for you and Arnold), and, of course, Eve knows what the public color is because you announce it publicly. 
Public Color


Step 3. You and Arnold each create a mixture by combining one pot of the public color with one pot of your private color. This produces your “public-private mixture.” Obviously, Arnold's public-private mixture will be different from yours, because his private color is different from yours. 






If we stick with the above example, then your public-private mixture will contain one pot each of lavender and daisy-yellow, whereas Arnold's public-private mixture consists of crimson and daisy-yellow. At this point, you and Arnold would like to give each other samples of your public-private mixtures, but remember it's against the rules to directly give a mixture of paint to one of the other people in the room. 

Public Information – Visible to all



The only way to give a mixture to someone else is to make several batches of it and leave them in the middle of the room so that anyone who wants one can take it. This is exactly what you and Arnold do: each of you makes several batches of your public-private mixture and leaves them in the middle of the room. Eve can steal a batch or two if she wants, but as we will learn in a minute, they will do her no good at all. The figure on the following page shows the situation after this third step of the paint-mixing trick. OK, now we're getting somewhere. If you think hard at this point, you might see the final trick that would allow you and Arnold to each create an identical shared secret mixture without letting Eve in on the secret. Here's the answer: The paint-mixing trick, step 3: The public-private mixtures are available to anyone who wants them.

 Step 4. You pick up a batch of Arnold's public-private mixture and take it back to your corner. Now add one pot of your private color. Meanwhile, Arnold picks up a batch of your public-private mixture and takes it back to his corner, where he adds it to a pot of his private color.  Amazingly, you have both just created identical mixtures! Let's check: you added your private color (lavender) to Arnold's public-private mixture (crimson and daisy-yellow), resulting in a final mixture of 1 lavender, 1 crimson, 1 daisy-yellow. What about Arnold's final mixture? Well, he added his private color (crimson) to your public-private mixture (lavender and daisy-yellow), resulting in a final mixture of 1 crimson, 1 lavender, 1 daisy-yellow. This is exactly the same as your final mixture. It really is a shared secret mixture. 

I mix:


Arnold Mixes



And we both get the same thing.



The encryption key we privately create using all three numbers:  The publicly known mix of the public color and the other guy's private key, and our own secret private key.



[bookmark: _GoBack]Now, what about Eve? Why can't she create a batch of this shared secret mixture? The reason is that she doesn't know your private color or Arnold's private color, and she needs at least one of them to create the shared secret mixture.   All of the colors available to her have an admixture of the public color, yellow.  She can't get rid of it.  Any mixture she makes will have at least a double dose of yellow – too much.  You and Arnold have thwarted her, because you never left your private colors exposed, on their own, in the middle of the room. Instead, you each combined your private color with the public color before exposing it, and Eve has no way of “unmixing” the public-private mixtures to obtain a pure sample of one of the private colors.
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